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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
‘We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. M are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers. In
this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed
timestamp server to generate computational proof of the chronological order of transactions. The
system is secure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
‘We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. M are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers. In
this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed
timestamp server to generate computational proof of the chronological order of transactions. The
system is secure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.
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Cryptography Mailing List
Bitcoin P2P e-cash paper

November 3, 2008 at 01:37:43 UTC

Original email - View in thread

>Satoshi Nakamoto wrote:

>> I've been working on a new electronic cash system that's fully

>> peer-to-peer, with no trusted third party.

>>

>> The paper is available at:

>> http://www.bitcoin.org/bitcoin.pdf

>

>We very, very much need such a system, but the way I understand your
>proposal, it does not seem to scale to the required size.

> @

>For transferable proof of work tokens to have value, they must have
>monetary value. To have monetary value, they must be transferred within
>a very large network - for example a file trading network akin to
>bittorrent.

>

>To detect and reject a double spending event in a timely manner, one
>must have most past transactions of the coins in the transaction, which,
> naively implemented, requires each peer to have most past
>transactions, or most past transactions that occurred recently. If
>hundreds of millions of people are doing transactions, that is a lot of
>bandwidth - each must know all, or a substantial part thereof.

>
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If the network were to get that big, it would take several years, and by then,
sending 2 HD movies over the Internet would probably not seem like a big deal.

Satoshi Nakamoto

Long before the network gets anywhere near as large as that, it would
be safe for users to use Simplified Payment Verification (section 8) to
check for double spending, which only requires having the @ ain of
block headers, or about 12KB per day. Only people trying to create new
coins would need to run network nodes. At first, most users would run
network nodes, but as the network grows beyond a certain point, it
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@cz_binance
Craig Wright is not Satoshi.
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Bitcoin works in layers.
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If the network were to get that big, it would take several years, and by then,
sending 2 HD movies over the Internet would probably not seem like a big deal.

Satoshi Nakamoto

Long before the network gets anywhere near as large as that, it would
be safe for users to use Simplified Payment Verification (section 8) to
check for double spending, which only requires having the @ ain of
block headers, or about 12KB per day. Only people trying to create new
coins would need to run network nodes. At first, most users would run
network nodes, but as the network grows beyond a certain point, it




SPV

Simplified Payment Verification

8. Simplified Payment Verification

It is possible to verify payments without running a full network node. A user only needs to keep
a copy of the block headers of the longest proof-of-work chain, which he can get by querying
network nodes until he's convinced he has the longest chain, and obtain the Merkle branch
linking the transaction to the block it's timestamped in. He can't check the transaction for
himself, but by linking it to a place in the chain, he can see that a network node has accepted it,
and blocks added after it further confirm the network has accepted it.

Longest Proof-of-Work Chain
Block Header Block Header Block Header
—-Dl Prev Hash ” Nonce ] ={ Prav Hash H Nonce I >{ Prev Hash ” Nonce l -
Merkie Root

[ Hasho1 | | Hash23 |

\ Merkle Branch for Tx3

 Hash3 |

As such, the verification is reliable as long as honest nodes control the network, but is more
vulnerable if the network is overpowered by an attacker. While network nodes can verify
transactions for themselves, the simplified method can be fooled by an attacker's fabricated
transactions for as long as the attacker can continue to overpower the network. One strategy to
protect against this would be to accept alerts from network nodes when they detect an invalid
block, prompting the user's software to download the full block and alerted transactions to
confirm the inconsistency. Businesses that receive frequent payments will probably still want to
run their own nodes for more independent security and quicker verification.
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Simplified Payment Verification

SPV WALLET Rr——

Transactions history Your total balance =

ken@buxtest.net

0.00075086 Bsv

Sender/receiver Amount Status Direction Date JEOQL
75086

Page: 1

i +0,00001187 BSV ° v 18.03.2024, 14:19:22 0.06235992414666667

to:
@ 0.00000101 BSV ° 16.03.2024, 18:20:30

Send money

to:
erwrewer@bsv01.dais.cds.tohoku.acjp 0.00000201 BSV 15.03.2024, 15:27:58

o 0.00000789 BSV 12.03.2024, 16:35:09 [ Paymail (example@buxtest.net)

EZ';,';am@simpw.cash +0.00000300 BSV 12.03.2024, 16:30:22

[ Amount (sat)

‘yfgggo@sp T +0.00000002 BSV 12.03.2024, 10:35:25
= : BSV: 0.00000000

;Zato@sp.buxbit.net 0.00000004 BSV 12.03.2024, 10:31:55

fy"s’:t:o@sp'buxbit_net +0.00000002 BSV 12.03.2024, 10:28:45

;Zato@pbuxbit.net 0.00000004 BSV 12.03.2024, 10:27:55

‘y”;z’u@bwyendomfo +0.00000100 BSV 11.03.2024, 19:37:28
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Merkel Tree

Simplified Payment Verification
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Merkel Tree

Simplified Payment Verification
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Merkel path

Simplified Payment Verification
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Merkel path

Simplified Payment Verification
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Simplified Payment Verification
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Simplified Payment Verification
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Simplified Payment Verification
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Merkel path

Simplified Payment Verification

Longest Proof-of-Work Chain

Block Header
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Bitcoin Script

EvbrdrYy ZXRI—bFa2F52F Forth®&S5HBEE

Splice
If any opcode marked as disabled is present in a script, it must abort and fail.
Word Opcode | Hex Input Output Description

OP_CAT 126 Ox7e | x1 x2 out

OP_SUBSTR | 127 Ox7f | in begin size | out

OP_LEFT 128 0x80 | in size out

OP_RIGHT 129 0x81 | in size out

OP_SIZE 130 0x82 | in in size | Pushes the string length of the top element of the stack (without popping it).
Bitwise logic

If any opcode marked as disabled is present in a script, it must abort and fail.

Word Opcode | Hex | Input Output Description
OP_INVERT 131 0x83 | in out
OP_AND 132 0x84 | x1 x2 | out
OP_OR 133 0x85 | x1 x2 | out
OP_XOR 134 0x86 | x1 x2 | out
OP_EQUAL 135 Ox87 | x1 x2 | True / false | Returns 1 if the inputs are exactly equal, O otherwise.
OP_EQUALVERIFY | 136 0x88 | x1 x2 | Nothing / fail| Same as OP_EQUAL, but runs OP_VERIFY afterward.

Arithmetic



sCrypt

Typescript TEY P YORXI— AV FF 7 L ZIBE

P2PKH ZK-Rollup

class P2PKH SmartContract {
@prop

Let vk_x vk.gammaAbc |0
let i - @; i - N_PUB_INPUTS; i
const p BN256.mulG1lPoint (vk.gammaAbc|[i 1], inputs[i])
vk_x = BN256.addG1Points(vk_x, p)

pubKeyHash: PubKeyHash

F

constructor(pubKeyHash: PubKeyHash

super arguments

1is.pubKeyHash - pubKeyHash const a@: GlPoint

roof.a.x,

j.a.y,
@method (

unlock(sig: Sig, pubkey: PubKey)
assert
hash16@(pubkey) this.pubKeyHash,
‘public key hashes are not equal'’

BN256Pairing.pairCheckP4Precalc
ao,
proof.b,
vk.millerblal,
vk_x,
vk.gamma,
proof.c,
vk.delta

assert(this.checkSig(sig, pubkey), 'signature invalid'
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Technical Advantages

STVP on SPV Wallets

STVP on SPV sequence diagram
Sender Receiver mAPI Node

1. Request Token Transfer Terms

<
<

2. Token Transfer Terms (token protocol,
token type, amount, due, etc)

3. Transfer (submit the chain of Txs, E
Merkle path of Txn) ! 4. validate Bitcoin tx &
; the chain of txs (token)

\

5. Submit Txn

<
<

<

6. Success

L

8. Tx Mined

7. Transfer Acknowledgement

<
<

9. Merkle Proof
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STV on SPV Wallets

Field

Version no

nBUMPs

BUMP data

nTransactions

Raw
Transaction

Has BUMP

BUMP index

Description

Version number starts at 4022206465,
encoded Uint32LE = 0100BEEF

Varint number of BSV Unified Merkle Paths which follow

All of the BUMPSs required to prove inclusion
of inputs in longest chain of blocks BRC-74

Varlnt number of transactions which follow

RawTx bytes as in standard format BRC-12

01 if so, followed by the BUMP
index; 00 if not, followed by nothing.

Varint index number - indicating the BUMP
to which the prior tx belongs if there is one.

Size

4 bytes

1-9 bytes

many bytes
X nBUMPs

1-9 bytes

many bytes

1 byte

1-9 bytes
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STVP on SPV Wallets

— _ lcChain
of TX&ZIB&

AT \

0100beef version

01 how many merkle paths
fe8ec00c000a025c009d625558be035fa56c1e69f19bbdbbal3a7b50ce574154b458424947e01a2ec415
d0281f639c2690b6963163cd1ea23227ed7d3ccd92c1d981f6b9c45053ff80b8b61012f00e1b04d137f
60efcce9caf3622d096295fe69367a037843ba041f0c66521d205d0116001d44cca0e22453bd85ca4fal
ca8f88947c9dealf5e1950bda8000e8fd1bd066f010a001ecOce29cbb7c731c85a496c5a3268118b%dab
fOc118b763140be2bdabaf96d60104009dd319edd80695d478939e03fead8cdb68c1b7478cf9e1858a1
f8c4f916e0a650103006d7b96ed87chbefc68364a5al1l1ae39a9b2eedae7713ab7albbfd4a3c8285df010
10000bca101132258ad7d68ef4398437943d6ed98bbfd6d89068f7f68812d9c01947b0101008e9994d
ba949fb7fddb6443111d07cd3bleecd415d8d917f7daf02abaf98e2b50101004f4571db8036f4f867858
1laade26f0c67b0380ededab9d05a2b117d1c723db7801010018e8e20fc143d7c34e8d670b0b1bf73f8c!
a4236472264dbc4ab65386c0dfa8fd merkle path

02 'how many transactions

010000000144b164db1fala5a230aca78ce3f5eceec9c5f5b4601cadd8676dcc0d2e8d2c01000000006k
483045022100b295f687c13d968440ea82836965cfa94c656a56642e68d16059dc703f8bdf84022007
8c7943435716f0eel5627fbbf318e136b4ead2eldf46e3facdcha5227c3dfd4121028603%ef5a252cac9¢
5c68b374e06€a88cd27c74fa9beObf9dc710d148abb5f39ffffffff023c330000000000001976a91455daf
4e5fedb28c57835acca?318d1faa4bc331188ac3c330000000000001976a91455daf4e5fedb28c57835z2
cca9318d1faa4bc331188ac00000000 parent transaction

01000100000001 81f639c2690b6963163cdlea23227ed7d3ccd92c1d981f6b9c45053fF80b8b61
000000006a473044022045287fac6218b8a217b0157cacf9d281b5f39577d49db8b7fac54ch215dc2f0
a022075b5a291a8ad1c43%ac7ac?d4a3ccOaed7189a48ec08e78f78476474368e030341210286039%¢ef5
a252cac965c68b374e06ea88cd27c74fa?beObf9dc710d148abb5f39ffffffff013a330000000000001976
a91455daf4e5fedb28c57835acca9318d1faa4bc331188ac0000000000 current

transaction| ((REFH)
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Error Page
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Http 402 payment reauired

@

/|/| mdn web docs References Guides Plus Curriculum Blog Play Al Help@ © Theme

References > HTTP > HTTP response status codes > 402 Payment Required

Filter

304 Not Modified 402 Payment ReqUired

307 Temporary Redirect

308 Permanent Redirect
A Experimental: This is an experimental technology.
400 Bad Request e : s 5
Check the Browser compatibility table carefully before using this in production.

401 Unauthorized

402 Payment Required .
4 g The HTTP 402 Payment Required is a nonstandard response status code that is reserved for

403 Forbidden future use. This status code was created to enable digital cash oﬁ' (micro) payment systems]and

404 Not: Found would indicate that the requested content is not available until the client makes a payment.

405 Method Not Allowed
Sometimes, this status code indicates that the request cannot be processed until the client makes
19 Not: Accentable a payment. However, no standard use convention exists and different entities use it in different

407 Proxy Authentication Required contexts.

408 Request Timeout
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282y FDO18fEDILIE 1{8200055TX/day

COIN MYSTIQUS

| Blockehain |
BSV blockchain’s record-breaking

128 miillion transactions havebeen
natural: A case for real-world

testing
%% : %ﬁﬁ*\yF September 5,2023
B 19#96757 5 tx/day

https://coinmystique.com/bsv-blockchains-record-breaking-128-million-transactions-have-been-natural-a-case-for-real-world-testing/?feed_id=1356
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%L#LT%hH&ﬁTHEDiﬁA#?

10/24/2023 - 448 tuned in

B10EIZ 1 b=V TRAREANR-R

Q’“ai@

Koji Higashi Shlgeyukl yuya‘ DA P
Host 7 Speaker 7 Speaker 7, Speaker

—
R —————

- s ]
bt A P i e R <

Shigeyuki Azuchi @
@techmedia_think

Wy
7

Develop with pleasure! CTO at chaintope, Inc.
Book (amzn.to/3xjNYXH)
npublkm5zgre7f5vxr6jgf32x055xIk3gjwrj5s4aedeyjz6gr812yw0s8mmmip

2023.10

[BEEN—T1 T RICBONDIHETT . FHEIC
BAEAH B TERERIRES ENTELL, |
JaraLEZNIE?

oYM TLET,

IFOraZEEZX T, BRTIBABETHELKST, |

TRBERDNT D=DIZE FURAVTFDIIICKEEHEERAAAT, BIR
%0 BRA TUAA—VERFLBWE 81 LT I B,

BALTINIART, B2 EFT DERTIEEMN. HET AN Ia
UINRYRT—VITEESN. FHEHLNEERET L, TELICRYRAFENT
LES.HTLCAERMSN DA REMEN H D

EHIT. HEEQOLRLEE S DRELZLBEDONDIARENESHD. |

https://twitter.com/Coin_and_Peace/status/1716771594377494633



Lightning is Dead!

Bitcoin core BIFE&EDEH 2023.10

Udi Wertheimer &

@ @udiWertheimer

“I consider LN a done deal. The reasons were briefly posted on twitter
already but since twitter account is deleted I'll provide them again here.

1) Serious LN dev is hard and time consuming, | no longer have time or

T —— T —— ——

custodlal one in UX terms and hlstoncally we see that majority of
remaining users consistently choose convenience over control. This
makes developing end-user non-custodial LN solutions feel like the
most thankless thing in the world”

- Anton Kumaigorodski, developer of the first mobile lightning wallet
DeepLTHRT 2 @

7:40 AM - Oct 31, 2023 - 233.1K Views

O 13 1 191 Q 603 [q 122 3

https://twitter.com/udiWertheimer/status/1719122153155473492

 KenSato ({£BREf—RA) @Uncle Nakamoto - Oct 22

Lightning is finally officially dead after five times of 18 months later?
Deepl THRT 2 ©

O WhaleWire € @WhaleWire - Oct 21
BREAKING:

One of the top #Bitcoin J3 developers recently discovered a massive
security risk in the Lightning Network, which triggered him to announce
his departure from the project....

Show more

* rTevIous mesage R IO LY K A
umamww 3 ’Slbmm:lm
belong to us®

¢ Next message! [bitcoin-dey) OF Expire and Coinbase-Like Behavior: Makiog HILCs
Safechy Letting Transactions Expiee Safely
+ Messages sorted by: [date ) [theead | Lsubyect ] Lasthor )

",

Ator writing the mail roply on the economics of sequentisl malicious
replacement of honest HTLC-timeout, I did write one more test to verify

behavior on core mempool, and it works as expected.
httpas/{github.com/ariard/bitcoin/connis (1005450270042 19508dch et ebIddccslda
Responsible disclosure process has followed the lines of hardware issues
affecting operating system, as documented for the Linux kernel, while

adapted to the bitcoin ecosystem:

hetpazlidocs. kernel .0xg(8.1L b oad. dware-issues. hial

https://twitter.com/Uncle_Nakamoto/status/1715884413836538276
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/!’:'1 shu @shu BSV - 7h

ﬁ" [#]) A1+ Y AEFDCEOTHBCZIE. RIK— D/’J'J/ﬂactwk
EFFERONFREEZRD. A0BRILLILOE®&EZXINS ZEICABLE
& XAVYY - H=F5 Y RXBERENRER UL,

|a- Bloomberg Crypto . [F @crypto - 7h

Binance and its CEO Changpeng Zhao pleaded guilty to criminal
charges for anti-money laundering and US sanctions violations and
agreed to pay over $4 billion in penalties, US Attorney General Merrick
Garland said bloom.bg/49KtNox

DeepL THRT 2 @

O M 2 ™ 1R Ji meR m .
https://twitter.com/shu_BSV/status/1727093495981294063

cz Binance @ B
@cz_binance
Craig Wright is not Satoshi.

Anymore of this sh!t, we delist!
Deepl THRT 2 @

u Bitcoin Magazine # @BitcoinMagazine - Apr 12, 2019
An attack against one is an attack against all. #WeAreAllHodlonaut

Artwork: @CryptoScamHub

https://twitter.com/cz_binance/status/11165630344 76957699
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BitcoinRiED k—2 M Ordinals

< 32 > WIT
How Taproot Enabled The
Ordinals Protocol

Trust Machines 'S N
( =+ Follow )
2,270 followers N A

July 12, 2023

Effectively, it removed the script size limit of 10000 bytes. Scripts are now only

limited by the block size limit of 1vMB, equivalent to roughly 4MB in size.
®




Ordinals NFT

UTXOZR D@ g

¢ Ordinals Wallet ® v &;o Inscribe Market Q Q @ TradeBTC -bc1p...6734‘

Collection ¥ Share

Pixel Pepes

The first ever airdrop on the Bitcoin network. 1563 rare Pixel Pepes
airdropped to users who had made a transaction on ordinalswallet.com
before block 777888.

Floor @ 0.118 Total volume @ 148.8587

@D OO OONONOSNODS



1 Sat Ordinals

BSV®DOrdinals NFT

Inscription Preview

Broadcast to finalize.

Transaction ID
9d402ae8e9640427d0d7f2766ealbcch49d192991112a6b34a32803354163

1 Inputs 2 Outputs
Size 9.74 KiB
Network Fee 8,882 Satoshis
Network Fee USD $0.01
Fee Rate 0.89043 sat/B

@ Broadcast $0.

[ Copy Raw Tx & Download

®

Ordinals Wallet ® v

Home Fbe Market Q
Inscribe Ordinals

Inscribe ordinals to Bitcoin

v logo.webp
L\ 9.72kb

Select network fee Medium 26 sats/byte

Sats In Inscription: 546 sats

Network Fee: 71656 sats
Service Fee: 1999 sats
Fee by Size: 3313 sats

= 5312 sats

Estimated Total: 76968 sats

Your ordinals will be minted to your connected wallet
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1 Sat Ordinals
BSV@DOrdinals NFT

ninnin & @ninnin_nft - 15h
BSV Ordinals Collectiong’

TReverb /5%%, 1 No.27
DeepL CHIRT 5 @

KURO’ @PhotoKuro_ - Feb 14
Bitcoin SV . E ¢ 5’

BSV ordinals collection
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